Cek Plagiasi Yenni

by Alfan Indra Kusuma

Submission date: 06-Feb-2023 05:37AM (UTC-0800)

Submission ID: 2007605886

File name: el_LSB_Image_Steganography_Modification,_Bit_Modification_on.pdf (682.47K)
Word count: 5674

Character count: 29047



Bulletin of Electrical Engineering and Informatics

Vol. 99, No. 1, Month 2099, pp. 1~1x

ISSN: 2302-9285, DOIL: 10.11591/eei.v99i1 paperID m] 1

A Novel LSB Image Steganography Modification: Bit
Modification on RGB Image Component

Yenni Seftiardiyah', Mochamad Alfan Rosid?, Sukma Aji*

! 23Department of Informatics, Universitas Muhammadiyah Sidoarjo, Indonesia

Article Info

ABSTRACT

Article history:

Received month dd, yyyy
Revised month dd, yyyy
Accepted month dd, yyyy

Keywords:

Least Sgnificant Bit
Steganography Modification
RGB Image Component

Image steganography is a method that involves composing hidden messages
and embedding them into an image carrier. This ensures that only the sender
and the receiver are know that the image contains a hidden message. This
study refines the Least Significant Bit (LSB) method of image
steganography by switching the least significant bit with the most significant
bit and incorporating a hidden message bit in the process. The purpose of
this study is to identify a new way to modify the approach of embedding
messages from the least significant bit on Red, Green, and Blue (RGB)
image components all the way up to the most significant bit. The findings of
this study include an image comparison that is encoded with a secret
message from the least significant bit all the way up to the most significant
bit, then calculated using Mean Square Error (MSE), Peak Signal Noise
Ratio (PSNR), Root Mean Square Error (RMSE), and Structural Similarity
Index Metric (SSIM} to make a comparisons which stego-image that have a
best result. This study found a new method that the best result of MSE,
PSNR, RMSE and SSIM on the plane ilage on the 6" bit.
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1. INTRODUCTION
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Figure 1. Top Survey of Image Steganography Articles

There are essential data security issues for a great number of users whi transfer data on a regular
basis [1]. There are many different encryption methods now being researched to encrypt data in order to
make it more safe. Steganography is one of the subfields of the cryptographic technology that falls under the
umbrella of data embedding [2]. Steganography refers to the practice of concealing confidential information
within various types of media [3]. Images [4], [5], videos [6], sounds [7], [8], and written words or text [9]
[10] are all different types of media [11]. Steganography is the art of embedding a secret message within a
carrier medium that can be used to dechiper the hidden messages[12], [13], [14]. Both steganography and
cryptography are methods that can be used to insert secret messages throughout many forms of media [11],
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[15]. The LSB technique operates on the premise that the bit containing a secret message is substituted for
the bit that is the image’s last bit. Image steganography additionally makes advantage of the RGB colour
components in the image because of the RGB component’s strengths in digital image processing.

By using the LSB method, the author investigated the RGB image’s constituent parts. According to
the findings of the survey, there have been 54 articles published in the field of steganography. The number of
image steganography studies that using the LSB approach is displayed in the following figure. Some of these
studies make use of the LSB method on RGB image components. The LSB method is basically the simplest
secret message insertion method among all methods of message insertion in steganography. Therefore, most
studies use this method differently than the easy-to-use algorithms. The pseudocode for the LSB procedure
algorithm is shown below.

Input: text, carrier image
Output: stego-image
def data to binary:
if type data == string:
format to binary
return to the process until it’s done converted to binary
encode:
define the secret key, then
for pixel in value :
pixel[x]=data to binary + insert binary message into it's own backmost bit in the image component,
then
update pixel values
return to image
decode:
input the stego-image
for readable data in all bytes:
read all bytes and find readable data
if readable data is found, then
break
return to readable data
end

Research on image steganography using the LSB approach was popular in 2019, with six
publications publishing it. However, research on steganography utilizing RGB picture components is rarely
mentioned, as shown in Figure 1. The author proposes another breakthrough in inserting the message into
image bits. Specifically changing from the 7" bit until the 0 bit on the image, especially on the RGB image
component with secret message bits.

2. RELATED WORK AND METHODOLOGY
A.  Previous research

Research conducted by Aditya Kumar Sahu and Gandharba Swain [16] uses the rightmost bit
modification in image steganography, which aims to increase Peak Signal Noise Ratio (PSNR), increase
Embedding Capacity (EC), avoid Fall of Boundary Problem (FOPB), and resistance to salt and pepper noise
and RS attack.

Mohammed Mahdi Hashem [17] carried out some research with the intention of reviewing image
steganography in various spatial domains. In his research, he covers many approaches of image
steganography, both geographically and transforms domain, and then compares the findings of several
research projects. This research gives comparison results from the work of various other researchers who
have come before it regarding the level of security, capacity, and hidden secret message level.

An overview of nomeclature and taxonomy of hidden insertion patterns was provided bu Luca
Cavinglione [18]. The previous taxonomy was altered as a result of this study, which produced tools for all
steganographic domains, made the dictinctions between embedding processes more explicit, and produced
representaions of concealed data patterns.

Osama F. Abdel Wahab [19] conducted research on the steganographic method, which involves
concealing secret messages within a picture through the use of a compression algorithm. His investigation
makes use of two approaches: the first involves using the LSB technique to the secret message without first
encrypting it, and the second involves applying the LBS technique to the secret message after it has been
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encrypted. After that, MSE and PSNR were computed in order to do a comparison between the two
approaches.

Xiaoli Huan's research [20] describes the adaptation of a new approach to the LSB method. This
new methodology makes use of user selection of seeds in the original image to avoid detection in smooth or
flat portions of the image. This study comes to the conclusion that the method that was utilized has good
visual quality as demonstrated by the results from PSNR, which are greater than the PSNR cover image.

A steganographic study using the RSA cryptosystem to encode messages for extra security was
conducted by Ismael Martinez [21]. This method is converting a text into a bit array and stored in an RGB
layer on the image. The result of this study is that re-encryption is indepedent of the carrier image.

Paper by Sara Farrag and Wassim Alexan [22] study about double layer secure message scheme
were the initial step is to encrypt using DES, CASTS5 or BlowFish, then the second stage is encrypted data is
hidden in the carrier image using LSB method. The result of this study is the measurement of the MSE,
PSNR, and SSIM values from the image which contains a secret message.

Mirza Abdur Razzaq [23] research on encryption, steganography and watermarking techniques
using mixed security. The encryption used in this study is the XOR encryption technique and the LSB
method, then the image is watermarked.

A new spatial domain-based steganography method was proposed by Marwa M. Emam [24] by
randomizing the secret message and embedding it in the pixels of the cover image using a Pseudo Random
Number Generation (PNRG). The result of this method is calculation using Maximum Noise Capacity and
PSNR on the image that contains a secret message.

A new method developed by Joyshree Nath [25] uses an algorithm proposed by Nath et al [26] to
generate a new randomization method in text encryption. This method produces an algorithm that can
detemine the randomization number and encryption number from the provided text key to create the safest
possible watermarking encryption method.

B. Basic Theory

Steganography is a topic of study that focuses on the practice of hiding communications to prevent
unathorized parties from intercepting them [27]. Steganography is a subfield of cryptography. Cryptography,
on the other hand, is a method for concealing the transmission of a message by enlisting the assistance of
ciphers and dechiperers in order to decipher the hidden information [28].

Steganography word come from the Greek language steganos, which means “hidden”, and graphien
is “writing”. It can conclude that steganography is the “writing of the hidden message”. Steganography can
be used on digital media such as video, images, sound, and text. The core concept of steganography is hiding
secret messages on media so that the third person does not know that the media contains a secret message.
This research focuses on image steganography embedded in RGB image components. There are several
colour components in the image, specifically will be explained below.

e Red, Green, Blue (RGB): this is the primary colour on the monitor screen. RGB is produced from
monitor light and is an “Additive Color System”™ [29], meaning the more colours combined, the
higher it’s intensity.

e Cyan, Magenta, Yellow, Black (CMYK): on the colour component, CMYK is often used in printing
because CMYK is a * Subtractive Color Model” [30], which means the more colours are combined
and the higher it’s intensity, the less light intensity is produced. CMYK has a more opaque intensity
than RGB. So when combining colors with the same intensity, it will approach to black.

e  Hue, Saturation, Value (HSV): this component is more directed to the dark and light settings in the
image. The concept of HSV is that the higher the saturation level, the pure colour will be, whereas if
the saturation is slight, it will approach to grey [30].

The explanation above shows that the RGB colour component produces the best colour on the
monitor screen [29]. This study takes the RGB image component because it 1s brighter in intensity than
CMYK and HSV, thus allowing the image that contains a secret message to be unknown with third parties
because it is similar to the carrier image. The intensity comparison between the carrier image and the image
that contains a secret message (stego-image) can be calculated using a mathematics formula, with the
formula:

e Mean Square Error (MSE)

MSE measures the average squared error most often used in image quality measurement metrics. In
digital image processing, especially in image steganography, MSE is used to compare the average
squared error value between the carrier image and the image that contains a secret message. If the
value of MSE is closer to 0, the better it’s value. MSE formula is explained below [31], [32]:
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C.

MSE = 23 S¥_[c@.y) - ey (1
Where,
X and Y = image coordinates
M and N = dimensions of the images
E(x, v) = image that contains a secret message (stego-image)
C(x.y) = carrier image

Peak Signal Noise Ratio (PSNR)

PSNR is used to compare the image quality of a carrier image with an image that contains a secret
message; the more excellent PSNR value produced, the more better image quality values, the more
similar stego-image with the carrier image [33]. PSNR is measured in dB (decibel) [31].

PSNR = 10log(10) (,sz)

MSE

(2)
Where,

PSNR = Peak Signal Noise Ratio (dB)

MAXVAL = maximum value in pixel, where is 255 [34]

Root Mean Square Error (RMSE)

RMSE is the measure square root of MSE, which means the calculation rate is more accurate than
MSE [14]; the smaller the RMSE value, the more accurate it’s calculation.

RMSE = \MSE (3)
Where,
RMSE = Root Mean Square Error
MSE = Mean Square Error

Structural Similarity Index Metric (SSIM)

SSIM is a calculation method to compare the similarity of two images:; in this method, image
degredation can cause changes in perception. SSIM in calculation method has several factors, for
example, luminance masking, contrast masking, and others [31].
_ (2pxpy+e1)(2oXY+c2)
SSIM = (r+pY+C1) (uX2+u¥2+02)

“
Where,

u, o = standard deviation original image X and the image contains secret message Y

XY = covariance from X and Y

C1 and C2 = constants to prevent numerical instability [32]

Methodology
In general, the approaches of image steganography involve a core process that is referred to as

embedding and decoding. Decoding is the act of reading secret messages that have been embedded into the
media, whereas embedding is the process of inserting a hidden message inside the media. Embedding is the
procedure that inserts a secret message.
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Figure 2. Image Steganography Process

Figure 2 explains the flow of embedding and reading messages in image steganography [35]. image
steganography has an image media called carrier image and text. The text is a secret message which will later
be embedded into the carrier image. The output of the embedding process will release an image that contains
a secret message inside. The most popular method of messsage embedding nowadays is a method that inserts
a message on the least significant bit or LSB. The LSB embedding process will explain in figure 3.

L3B

Bit7

Figure 3. LSB Embedding Method

Figure 4. Modification in 7" bit

The LSB method is characteristic of inserting messages into the last bit [36]. This method is often
used because it is considered simple enough to insert messages. Many people use it in steganography.
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Figure 5. Modification in 6th bit

Figure 6. Modification in 5th bit
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Figure 7. Modification in 4th bit Figure 8. Modification in 3rd bit

Bit2 Bit 1

Reglace With
Message Bit

Figure 9. Modification in 2 bit Figure 10. Modification in 1% bit

B0

Replace With
Message Bit

Figure 11. Modification in 0 bit

The basis research is to use the LSB method, and then we proposes a new insertion technique by
modifying LSB method by moving the message insertion from 7" bit until the 0 bit. The following LSB
modification method is described in figure 4.

The 7" bit is embedded with the secret message bit shown in figure 4. The following experiment is
to insert a secret message bit in 6" bit of image. 6" bit is embedded with the secret message bit. After getting
the image output from the 6™ bit shown in figure 5, the following experiment will be repeated on the 5™ bit.
5" bit is modified with the secret message bit shown in figure 6. After producing a stegano image output, an
insertion experiment is carried out on the 4" bit. The 4" bit is embedded with the secret message bit shown in
figure 7. The following experiment is to insert a secret message bit in 3" bit. 3" bit is embedded with the
secret message bit described in figure 8. After getting a stegano image output, the following experiment is to
insert a secret message bit into 2 bit.

Embedding process at the 2" bit is shown in figure 9. The following experiment is to insert a secret
message at 1% bit. The 1" bit is embedded with the secret messages, shown in figure 10. The experimental
method of inserting the last bit is at bit 0. Bit O is embedded with secret messages, shown in figure 11. The
final result in this method is several images that have been inserted messages from 7" bit until 0 bit, then
calculated MSE, PSNR, RMSE and SSIM, which will later determine which bit insertion is close to the
original image (carrier image).

3. RESULTS AND ANALYSIS
The end result of this work is to produce 24 images from 3 carrier images with hidden secret
messages. To achieve the best outcomes, a methodologycal approach is applied.
A) Determination of Carrier Image
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The carrier image used in this research uses three images, that is baboon.png [37], plane png [38],
and mosque.png [39].

=
talal |2
baboon png mosque png plane png

Figure 12. The Carrier Image

Figure 12 is a carrier image to be used in this study. The three pictures are all inserted with a secret
message that reads “hola”.

B) Initial Process

An initial process to embed secret messages on the three carrier images was mentioned in figure 4
until figure 11. Each image carrier produces eight images containing a secret message inserted in each bit
(7th bit until O bit) so that the output image containing secret message insertion is 24 images, after obtaining
24 stego images, the next step is calculating the MSE, RMSE, PSNR and SSIM formulas in order to compare
the similarity from carrier images.

The best value of baboon image on baboon_bit4.png over the eight baboon images shown in table 1.
Baboon_bit4.png have 52.75 on PSNR value, 0.344 MSE value, 0.0042 RMSE value and 0.999978 of SSIM
value. The next table will describe value on plane image. Plane image have a best value on plane_bit6.png
which have a PSNR value is 62.47, MSE is 0,036, RMSE is 0.011 and SSIM value is 0. 999993, Next table is
describing value of MSE, PSNR, RMSE and SSIM of mosque image.

The best value on mosque image is in mosque_bit6.png which is embedding secret message on the
6th bit with PSNR value is 57.61, MSE 0.112, RMSE 0.0019 and SSIM 0.999986.

MSE, PSNR, RMSE and SSIM calculations show that all images embedded with a secret message
get closer to the carrier image, whereas MSE and RMSE are getting closer to 0. The PSNR of all images is
above 30 dB, while the SSIM value of all images is close to 1.

In this section, the research findings are discussed while also providing a through discussion.
Results can be shown in tables, graphs, figures, and other formats that are simple for the reader to interpret
[14], [15]. There are various ways to break up the topic.

Table 1. Calculation Value of Baboon Image
Figure MSE PSNR RMSE SSIM

Baboon_bit7.png 0.668228  49.881555 0005907 0.999972
Baboon_bit6.png 0.537043  50.830710 0005295 0.999975
Baboon_bit5.png 0416112 51.938698 0004661 0.999978
Baboon_bit4.png 0344904 52753813 0004244 0.999978
Baboon_bit3.png 0387181 52.251656 0004496 0.999976
Baboon_bit2.png 0350458  52.084434 0004278 0.999976
Baboon_bit1.png 0.512710  51.032080 0005174 0.999972
Baboon_bit.png 0.563878  50.618949 0005426 0.999970

Table 2. Calculation Value of Plane Image
Figure MSE PSNR RMSE  SSIM

Plane_bit7 png 0079411 59031948 0001686  0.999993
Plane_bit6.png 0036737 62479712 0001146 0.999994
Plane_bitS.png 0047603 61354402 0001305 0.999994
Plane_bit4.png 0068743 59758501 0001568  0.999993
Plane_bit3.png 0076416 59298906 0001654  0.999993
Plane_bit2.png 0093735 58411763 0001832 0.999993
Plane_bitl png 0163304 56000814 0002418  0.999993
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Plane_bit(.png 0.173980 55725806 0002495  0.999993

Table 3. Calculation Value of Mosque Image
Figure MSE PSNR RMSE SSIM

Mosque_bit7.png  0.140382  56.657658  0.002227 0999987
Mosque_bito png  0.112649  57.613505  0.001995 0999986
Mosque bitspng 0158205 56.138595  0.002364 0999985
Mosque_bitd png 0206538 54980792  0.002701 0999984
Mosque_bi3png 0204838 55016686  0.002690 0999984
Mosque_bit2 png 0360032 52567380  0.003567 0999984
Mosque_bitl png 0381560 50484852 0.004533 0999983
Mosque_bithpng 0610727 50272329 0.004646 0999983

Badshah in his research, stated that if the PSNR value is below than 30 dB, the image can not be
used for further analysis because it does not approach the carrier image. If the image has a PSNR value above
30 dB, it will approach with the carrier image similarity [21]. Based on the baboon image, the best result of
embedding the message are into the 4th bit, while the plane and mosque are both at the 6th bit. If the SSIM
index value is close to 1, then stego-image is almost similar to the carrier image [40], while for the MSE and
RMSE values, the smaller it’s value or close to 0, the better it’s result [41], [42].

C) Physically Comparison of Carrier Image and Stego-Image

However, the top three stego-images with the best result of MSE, PSNR, RMSE and SSIM values
get result that are close to the carrier image is on plane_bit6.png image, so that there 1s almost no difference
in physical resemblance with the carrier image. The image containing a secret message and the original
image (carrier image), which has the best value of MSE, PSNR, RMSE and SSIM, can be seen in figure 12.

Figure 12. Carrier Image (left) and Stego-Image (right)
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Figure 13. Histogram of Carrier Image (left) and Stego-Image (right)
Figure 13 displays a histogram graph of the plane.png as a carrier image and plane_bit6 png image
that is embedded with a secret message at bit 6. It is clear from this graph that there is no appreciable
difference between the two images.

4. CONCLUSION AND FUTURE WORK

In this paper, we propose a new embedding technique for image steganography. The experimental
technique used in this study is to insert a secret message from the leftmost bit (bit 7) to the rightmost bit (bit
0) using three sample images: baboon, plane, and mosque. The three sample images produce24 images that
already contain a secret message, then we calculate MSE, PSNR, RMSE and SSIM calculations to find out
which bit insertion method has the best calculation results. The best calculation results are in the plane image
inserted with the secret message at bit 6. We also compare the physical shape of the plane image and use
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histograms to determine whether there is a difference between the carrier image and the stego-image with no
result visible difference.

Further research is suggested to conduct a noise test on image inserted with secret messages using

our proposed method, then calculate it with MSE, PSNR, RMSE and SSIM formula as a reference for
comparison of result to get the best insertion of embedding a message.
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